Asuvpuetpn Kpuntoypagia

OcLipiad KAl £papUoyts

AAcZavdpos AgevTouans
elo6150 latl mail.ntua.gr

free and open source software community / national technical university of athens

ﬁ Kowotnta EAevdepov Aoyicuikov EMII



A Aoyio

e plaintext : to phvupa og avayvwolun yia 6Aous popen

e Ciphertext : 10 pvupa o€ KpUNTOYPAPNUEVN HOPPNH

e« encryption : petaoxnuatuopos tou plaintext oe ciphertext

e decryption : petaoxnuatopos tou ciphertext o plaintext

e Cipher : 0 andyopIBuo6s encryption n decryption

o key : 10 kAIbi Nou xpnoiyonoleitar o encryption A/kal
decryption



TuppMeTpiKn Kpuntoypapia

« O1 GvBpwnol npwta cuvélaBav kal epdppooav v 1I0€a
NS OUUUETPIKNS KQUMNTOYPAPIas
e X TN CUPUETPIKN Kpuntoypagia 1o id1o KAeIdi
Xxpnolgonolgital yia encryption & decryption.
o [Vwotoi anyopiBuol:
- Tou Kaioapa ( don't use it!)
- AES, Blowfish, 3DES, Serpent, Twofish
« Eupeia xphon cuppetpikwy afyopiBuwy otn peta®opd Kal
anoBnkeuon dedopévwv
o Aev €ival ndvta eukono/buvatd va poipaldpaote Eva
shared secret key.



Symmetric encryption/decryption
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Asymmetric Encryption

« or Public Key Crypto

o Diffie - Hellman key exchange (1976)
e RSA, Rivest, Shamir, Adleman (1977)
e PGP, Phil ZImmermann (1991)

o YTOX0S: Mapdkapyn tns avaykns dlapolipacpoU evos
shared secret.

o |0€0: xphon dlapopeukoU kKAeIOIOU o encryption Kal
decryption

« BGon: npoPAnuata nou miotevoupe 6u Ogv AUvoval
vohhyopa, Prime Factorization, Discrete Logarithm, Elliptic
Curves

o [Vwotoi anyopiBuor: ECDH, ECDSA, RSA, El-Gamal, SRP

- [etuxaivoupe : Data condidentiality (encryption), Data
integrity and authenticity (signatures) or key exchange
over insecure channel



Baswkes tvvoues

Eunioteutukédinta (Confidentiality): Message should be readable
only by entities having the decryption key
(encryption/decryption).

Motonoinon (Authenticity): be able to verify who did send the
message (digital signature)

Akepaldtnta (Integrity): be able to verify that the message did
not change during transmission.

Kountoypagnon an' akpn o' akpn (end to end encryption):
message is encrypted by the sender and decrypted by the
receiver. No middle entity can access message's content.



Asymmetric Encryption/Decryption
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Overview

Alice and Bod both create a pair of public and private keys.
They both publish their public keys to the internet

Alice fetches Bob's public key, encrypt a message, sends it
over to Bob.

Bob decrypts messages encrypted to his public key, using
his private key

Alice signs a message with her private key, sends message
to Bob

Bob verifies integrity and authenticity of message, as long
as he has Alice's public key.



PGP, OpenPGP, GhuPG

PGP €ival to npoéypappa nou €puée o PZimmermann
via aopann enikoivwvia ota emails

XPNoN CUUPETPIKNS KAl ACOUUUETONS KpUNTOYPAPias
Data confidentiality, integrity, authenticity

To OpenPGP eival 1o avoixtd Nnpdtuno Nou NPOEKUYE
ano 1o PGP

To GnuPG €ival n eAeBepn uAonoinon tou NPOTUNOoU.
XPNOIPJOMNOoIEital EUpEWS oNUEPA O€ Linux Kal OxI yovo
ouotnuata



More specifically (PGP)
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Digital Sighatures
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If the hashes are equal, the signature is valid.



web of Trust

How to bind public keys to identities?
A central authority certifies all?

WoT, in contrast to X.509 PKI, aims to be a distributed trust
mode]

If Bob has verified Alice's public key, can then sign it and
publish this sig to the world.

If Mallory wants to communicate with Alice, knows Bob's
public key, trusts Bob's signatures, can then trust the Alice's
key with Bob's signature.

How to bootstrap? Organize key fingerprint verification
meetings (they're not key signing parties)



Where i5 public key crypto used?

TLS — Connection security, encryption +
certification (HTTPS, IMAP, POP)

SSH

Crypto currencies

OpenPGP, GnNuPG

/RTP (voice)

OTR - Off-the-record messaging
TextSecure (read more about this)




How to use public key crypto?

« Encrypt and sign your emails, use Mozilla Thundebird
+ Enigmail plugin

« Get familiar with gpg tool in cli
o Verify every software you download
Verity your linux distro image before installation

Jse Sc
Digital
Digital

nleuder encrypted mailing list with your friends
y sign the software you distribute

y sign git commits



Gimme moar!

https://en.wikipedia.org/wiki/Public-key_cryptography
https://skytal.es/wiki/Public_Key_Crypto
https://skytal.es/wiki/OpenPGP,_GnuPG,_PGP

http://pgp.cs.uu.nl/ - Key trust paths
https:.//www.void.gr/kargig/blog/2013/07/08/greek-pgp-web-of-trust-2012-edition/
http://keys.mayfirst.org/
https://help.riseup.net/en/security/message-security/openpgp/best-practices
https://github.com/WhisperSystems/TextSecure/wiki/ProtocolV?2
https://github.com/OpenTechFund/secure-email
http://schleuder2.nadir.org/

https://wiki.debian.org/SecureApt
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